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There is no escaping social media…
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Social Media Usage 

•Many (all?) companies use as a business 
tool 

•Employees (all!) use for business and 
pleasure 

•Myriad of issues of how to regulate 

Two Competing Issues

• The possibility that employers might 
be infringing upon their employees’ rights 
by attempting to regulate the use of 
social media in the workplace

• The potential for employees to harm 
their employers’ business and create
liability through their use of social media
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Social Media Legislation
• AB 1844 (Cal. Labor Code section 980)

• Went into effect January 1, 2013

• Prohibits employers from requiring employees or applicants to disclose social media user 
names, passwords, or other account information.

• Also prohibits employers from requiring/requesting employee or applicant access 
personal social media accounts in employer’s presence.

• Defines “social media” broadly to include videos, photographs, blogs, instant or text 
messages, email, online services or accounts, or other web profiles or locations.

• CAVEATS:

• In situations where the employee’s social media is “reasonably believed to be relevant to an 
investigation of allegations of employee misconduct or employee violation of applicable laws 
and regulations,” the employer may request access to the employee’s social media accounts for 
the limited purpose of investigating such misconduct.

• Employer can still require disclosure of access information for employer-issued devices

National Labor Relations Board (NLRB)

• Independent federal agency that safeguards employees’ rights 
to organize and determine whether to have unions as bargaining 
representative.

• Also acts to prevent and remedy unfair labor practices in both 
unionized and non-unionized workplaces.

• Has very broad jurisdiction.
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National Labor Relations Act (NLRA)

• Section 7: 

“Employees shall have the right . . . to engage in other concerted 
activities for the purpose of collective bargaining or other mutual aid or 
protection.”

• Section 8:

Employers cannot “interfere with, restrain, or coerce employees in the 
exercise of their Section  7 rights.”

Durham School Services
Social Media Policy:

It is recommended that the employees of Durham School Services limit contact 
with parents or school officials, and keep all contact appropriate. Inappropriate 
communication with students, parents, or school representatives will be grounds 
for immediate dismissal. Communication with coworkers should be kept 
professional and respectful, even outside of work hours.

Employees who publicly share unfavorable written, audio or video information 
related to the company or any of its employees or customers should not have 
any expectation of privacy, and may be subject to investigation and possibly 
discipline.
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Durham School Services

NLRB says…
•Policy is overbroad.
•Could be construed as limiting Section 7 
activity.

NLRB says social media policies cannot…

• Have confidentiality clauses that include a blanket restriction on 
disclosure of employee information or other non-public information.

• Have clauses that include a blanket restriction on engaging in 
disrespectful, negative, inappropriate, or rude conduct toward the 
employer or management.

• Have clauses that advise employees not to pick fights online, or make 
insulting or embarrassing comments other the company or other 
employees.

• Have blanket clauses that prohibit the employee from communicating 
with the news media, government agencies, and other third parties about 
wages, benefits, and other terms and conditions of employment.
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NLRB says social media policies cannot…

• Have blanket clauses that prohibit all use of the company’s 
logos, trademarks, or copyrights.

• Have blanket clauses that completely prohibit employees from 
taking photographs and making recordings during work hours.

• Have blanket clauses that prohibit employees from walking off 
the job, which reasonably would be read to include protected 
strikes and walk-outs.

• Have blanket clauses that prohibit employees from engaging in 
any action that “is not in the best interest of the employer.”

Triple Play Sports Bar & Grill

• Employee 1:

Maybe someone should do the owners of Triple Play a favor and buy it 
from them. They can't even do the tax paperwork correctly!!! Now I OWE 
money … Wtf!!!!

• Employee 2:

• Employee 3:

I owe too. Such an a**hole. 
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Triple Play Sports Bar & Grill

NLRB says…

• Employee 2 and 3 engaged in protected activity.

• Off-duty social media exchanges can lose NLRA protection 
if they either (1) amount to disloyal criticism disconnected 
from any ongoing labor dispute, or (2) made with 
“knowledge of their falsity or with reckless disregard of 
whether they are true or false.”

Pier Sixty

Employee Facebook comment:

[The Assistant Director] is such a NASTY MOTHER F----
KER who doesn’t know how to talk to people!  F—K his 
mother and his entire f—ing family!! What a LOSER! 
Vote YES for the Union!
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Pier Sixty

NLRB says…

Discharge was unlawful.

Hiring 

• 43% of hiring managers turn to social networking sites to 
find additional information about potential candidates 

• 51% of those hiring managers found something on social 
media that caused him/her not to hire the candidate 

• Employers are not limiting themselves to social networks –
45% of employers use search engines to research job 
candidates with 20% stating they do so frequently or always 
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Hiring 

• Most common reasons to pass on a candidate included:
• Provocative or inappropriate photographs or information (46%)

• Drinking or using drugs (41%)

• Bad-mouthed previous company or co-worker (36%)

• Poor communication skills (32%)

• Discriminatory comments (28%)

• Lied about qualifications (25%)

• Shared confidential information from previous employer (24%)

• Linked to criminal behavior (22%)

• Screen name was unprofessional (21%)

• Lied about an absence (13%)

Hiring 

• However, 33% of employers who research a candidate on social media say 
they have found content that made them more likely to hire an applicant 
• Good feel for personality (46%)

• Background information supported qualifications (45%)

• Professional image (43%)

• Well-rounded (40%)

• Creative (36%)

• Awards and accolades (31%)

• Great references (30%)

• Interacted with company’s social media (24%)

• Large amount of followers or subscribers (14%)
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Strangest Things Found on Applicants’ 
Social Media 

• Links to an escort service 

• Photo of a warrant for arrest 

• Bragged about driving drunk and not getting caught 

• Posted Sasquatch pictures applicant had taken

• Actively involved in a demonic cult 

Source:  CareerBuilder 

Why Use Social Media?

• “Anyone can come in and answer all the 
questions right during an interview.  When 
they’re on MySpace…or any of the networks, 
they’re showing the world who they really 
are.” 

• Source:  More Bosses Using Social Media 
Profiles To Evaluate Potential Hires, Media 
Post Publications (9/11/2008)
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What are the Potential Issues?

• Failure to Hire Claims – Discrimination 

• Labor Code Section 96(k)

• Right to Privacy

• Fair Credit Reporting Act

The Position has been Filled by a More 
Qualified Candidate 
• What’s the Big Idea?  

• The Fair Employment and Housing Act prohibits discrimination against individuals on the basis of: 

• race, religious creed, color, national origin, ancestry, physical disability, mental disability, medical 
condition, (including genetic characteristics and cancer) marital status, sex, age (over 40), sexual 
orientation, and gender identification.

• What’s the Big Problem?
• Social networking sites may provide you with information that you cannot and should not use in making 

your hiring decisions and may otherwise not have known.

• You can’t unlearn information. 
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Labor Code Section 96(k)

• An employer cannot take adverse employment action against an individual based upon otherwise 
legal activities occurring outside of work. 

• Grinzi v. San Diego Hospice Corp. (2004)

• FACTS: The employee alleged that her employer discharged her because of her membership in an 
investment group that the employer believed to be an illegal pyramid scheme.

• RESULT:  Case dismissed.

• Section 96(k) “does not set forth an independent public policy that provides employees with any 
substantive rights, but rather, merely establishes a procedure by which the Labor Commissioner 
may assert, on behalf of employees, recognized constitutional rights.”

Right to Privacy

• The Reasonable Expectation of Privacy 

• All people are by nature free and independent and have inalienable rights.  Among these 
are enjoying and defending life and liberty, acquiring, possessing, and protecting 
property, and pursuing and obtaining safety, happiness, and privacy.

• California Constitution,  Article I, Section I
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Reasonable Expectation of Privacy

• When affirmative relief is sought to prevent a constitutionally 
prohibited invasion of privacy, the plaintiff must establish:

1. a legally protected privacy interest; 

2. a reasonable expectation of privacy in the circumstances; and

3. conduct by defendant constituting a serious invasion of privacy. 

-Moreno v. Hanford Sentinel, Inc. (2009) 172 Cal. App.4th 1125.

Fair Credit Reporting Act 

• If you use a third-party investigation firm you are required to:  
• Disclose that the background check is being conducted.

• Disclose any information that was uncovered during the 
investigation and relied upon in your decision, including social 
media derived information.

• In-house employment screening is not subject to the FCRA’s 
requirements unless you use public records.  
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Solutions and Best Practices

• Should I use Social Media Activity to Screen Applicants?
• No Comment

• Rules of the Road:
• Make hiring decisions based on WHO the person is, not 

WHAT the person is
• education, experience, talent, ambition…

Discipline and Termination
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Fired or Not Fired? 

• No Tip?
• After actress Jane Adams ate lunch at a Hollywood restaurant, she left without 

paying her bill.  Her assistant returned to the restaurant the next to day settle 
up…sans tip.

• The server tweeted: “Jane Adams, star of HBO series 'Hung' skipped out on a 
$13.44 check.  Her agent called and paid the 
following day.  NO TIP!!!”

• Fired or Not Fired?   

• This Just In…CNN Editor Regrets Statement
• In regards to an anti-American Lebanese cleric, CNN editor Octavia Nasr 

tweeted that he was "one of Hezbollah's giants I respect a lot.”
• Fired or Not Fired? 

Fired or Not Fired?

• Honesty is Not Valued
• Pittsburgh Pirates Mascot:  “Coonelly extended the contracts 

of Russell and Huntington through the 2011 season.  That 
means a 19-straight year losing streak.  Way to go Pirates.” 

• Fired or Not Fired?  

• Go [Away] Pack!
• Asst.  Michigan Attorney General created a blog

dedicated to bashing a gay Michigan University 
student who ran for school president.

• He posted pictures depicting student as a gay Nazi.
• Fired or Not Fired?
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Managing the Reasonable Expectation of 
Privacy

• Quon v. Arch Wireless (2010) 

• The City of Ontario Police Department (“Ontario”) provided employees, including Jeff Quon (“Quon”), with 
pagers for work-related text messaging.  Ontario capped each employee’s monthly usage at 25,000 

characters. 

• The City of Ontario instituted a “Computer Usage, Internet and E-Mail Policy” which reserved the right to 

monitor and log all network activity; however, the policy did not apply, on its face, to text messaging.  
Ontario did tell its officers to consider text messages like e-mails and notified them of potential auditing. 

• Quon’s supervisor said, “it was not his intent to audit [an]employee’s text messages…”  But, he did.

• Ontario disciplined Quon arguably based upon the content of his text messaging, as well as his personal 

use of the work pager, and the employee sued.

Managing the Expectation of Privacy

• 9th Circuit:  Employee wins – Ontario’s informal policy gave employees a “reasonable 
expectation of privacy.”

• Supreme Court:  The Supreme Court punts the privacy issue. Instead, the Court, applying the 
4th Amendment Search and Seizure analysis (which only applies to government entities) held 
that the search was proper because it was non-intrusive and reasonably necessary.
• The S.C. stayed away from laying down any rules concerning privacy and electronic communication in 

the workplace

• The Take Away:  TAKE IT AWAY

Manage your employees’ expectations of privacy in anything created, stored, or 
transmitted via company equipment. 
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Solutions and Best Practices 

•Manage the Expectation of 
Privacy
•Create and enforce a clear, 
comprehensive, and specific 
policy

•Be Realistic
•Respect privacy where it is due 

Who Owns Company Social Media?

•Ensure social media accounts are used exclusively for 
business purposes 

•Make clear the account represents the company 
•Name the account in the company name
•Describe the company’s business in the account 

profile 
•Directly link the account to the company’s website 
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Social Media Policy Drafting Tips

• Include an introduction and explanation.

• Make sure you understand your employees’ rights.

• Explain no reasonable  expectation of privacy in any 
social media communications.

• Address use of social media on company time and via 
use of company equipment.

Social Media Policy Drafting Tips
• Ensure the policy is not overbroad or ambiguous (cross-

reference NLRB positions).

• Encourage employees to be courteous and respectful, but do not 
outright prohibit the posting of negative or inflammatory 
remarks.

• Provide examples and clear definitions.

• Prohibit postings that reasonably could be viewed  as vulgar, 
threatening, intimidating; that might constitute harassment or 
bullying; or that may be construed as a violation of the 
employer’s policies against discrimination and harassment.
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Social Media  Policy Drafting Tips

• Focus on restricting employee behavior that is not protected by 
the NLRA.

• Prohibit dissemination of trade secrets and other proprietary 
information.

• Clearly state who owns what (e.g., what happens to employee’s 
Twitter handle at end of employment relationship).

• Remind employees that they are responsible for what they post 
online, and emphasize personal and corporate consequences.

Other Tips

• Train, train, train!

• Develop and implement protocols and guidelines for use or non-
use of social media during hiring, firing and other decision-
making processes.

• Don’t ask employees/applicants for access to or content from 
personal social media accounts.

• Be mindful of “friending” subordinates.
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Other Tips

• Manage disgruntled employees.

• Make sure IT specialists manage risks.

• Stay up-to-date on NLRB guidance and other legal precedent.

• Don’t be afraid to ask for help!

THANK YOU!
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Our Contact Information

Jennifer Lutz
•(858) 345-8514
• jlutz@pettitkohn.com

Jenna Leyton-Jones
•(858) 509-5696
• jleyton@pettitkohn.com
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